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International co-operation between trust service approval schemes

Background and Workshop format

The workshop was conceived by tScheme and jointly sponsored with the Department of Trade and Industry, with a principle objective to review and compare the various current and planned approaches toward establishing schemes for the approval of Trust Services, both within Europe and on a wider international scale.
It was proposed that common themes should be identified and explored, and that based on these the potential for peer approval regimes to work together would be considered.  The workshop set out to address issues of policy and operational procedure which should be taken into account when establishing any form of mutual or cross recognition.  

In order to set the scene for the later discussions, the workshop started with presentations outlining areas of consideration in establishing any form of multi-lateral Mutual Recognition Agreement.
Break-out groups were then formed to discuss specific topic areas, and to present their conclusions to a reconvened plenary session. There then followed an open discussion on the implications, opportunities and issues; closing with ideas on how to move forward toward mutual goals and growing co-operation between peer approval schemes.
Attendees and Presenters

An independent chairman, Christopher Kuner of Hunton & Williams, agreed to introduce and run the event; and finally to summarise the discussions.

A total of 25 delegates attended the workshop, including representatives from 6 Member States, from European standards bodies, and also international delegates from Iceland and Taiwan. Member States represented were Austria, France, Germany, Italy, Sweden and UK.

Following an introductory section, four invited presentations were contributed by delegates from tScheme, E-Qual, European Bridge-CA, and by a UK barrister on important considerations for any proposed mutual recognition agreements.


Introductory observations

The chairman offered the following observations in opening the workshop:

· a proper focus on issues now to be explored at the workshop had been prevented by the impact of the earlier industry downturn;

· the lack of any international authentication framework means that this focus is more urgent for having to be approached as something of an afterthought;

· the confusion of terms within the various service approval schemes means that the task is made more difficult through a fundamental lack of synonymous usage;

· the present approach to service approval is strictly territorial – which directly contradicts the notion that electronic transactions operate in a ‘borderless’ world;

· the Directive itself in Article 7 sets a predominantly territorial perspective for service approval schemes;

· Europe is therefore at risk of taking too introspective a view – failing to recognise that the important perspective is global.

Richard Wilsher of the Zygma partnership then reviewed the potential scope and benefits of mutual recognition. He posed the question as to which types of approval scheme could potentially participate; what types of services should be covered by any form of mutual recognition between peer schemes’ service approvals; and to what extent their respective approval criteria and processes would need to be demonstrably equivalent.

The four invited presenters then provided their inputs for discussion.

The tScheme model

Stephen Upton described the UK-based, industry-led self-regulatory approach to service approvals operated by tScheme. This initiative has now been underway for over four years, pre-dating the Directive, and has now reached a level of maturity with its first four service approvals granted during 2002.

tScheme has been considering the value of mutual recognition, both within Europe and globally, and sees many benefits to trust service providers, end users and relying parties, and approval scheme operators alike.

There are a number of ‘core precepts’ that tScheme considers important, and would therefore seek to propose as the basis of any form of mutual recognition between peer schemes. He gave some examples, as follows:

· Representative of all legitimate stakeholder interests

· Non-discriminatory and open to wide participation

· Approval based on ‘best-practice’ criteria

· Criteria based on end user & relying party priorities

· Independent and Objective assessment

· Transparency in approval criteria and processes

· Appropriate acceptance of pre-existing qualifications
tScheme considers that its independent nature lends itself ideally to developing a strong basis for such mutual recognition.

E-Qual

Lionel Vodzislawsky described E-Qual as the emerging French voluntary approval scheme. 

The scheme was started as a pilot between a ‘Qualification Body’ (in the UK these are Certification Bodies), Ernst & Young, and a Certification Service Provider, Certplus. The scheme uses a similar model to tScheme:

· CSPs must have in place an ISMS plus fulfil other scheme criteria;

· Scheme criteria have a base set (Certification Service Management) plus other service-specific sets (e.g. Certificate issuance, Registration, Time-stamping);

· Qualification bodies are accredited by the French national body, COFRAC.

Due to the similarities in the models, both E-Qual and tScheme felt there are strong grounds for believing that some form of mutual recognition might be possible.

European Bridge-CA

Arno Fiedler set out the objectives and current implementation status of the European Bridge-CA project.

The project was formed from the practical realisation that the benefits of corporate PKI systems grow with wider interactions and more users. Since no corporate PKI would want to be subordinate to a global PKI, and it is impractical to cross-certify where there are many PKIs, then a hub approach is most appropriate.

The project relies on detailed technical specifications for interworking, to ensure that new PKIs can join the hub. However, the decision on which PKIs can join is determined by a small committee of members, who are familiar with the candidate organisations and can thus have a level of confidence that no problems will occur.

It was recognised that as the European Bridge-CA project expands, and particularly if organisations from outside Germany wish to join, then approval schemes could be a useful mechanism for determining the suitability of applicants. Approval schemes are thus complementary to such bridge-CA projects, and so progress toward mechanisms for identifying schemes with common approaches and standards will benefit these projects.

Reciprocity agreements

Jane Hill, Barrister-at-law, presented some of the legal considerations to be kept in mind when implementing any form of mutual recognition arrangement.

These include areas such as the types of schemes to be involved, whether they be Governmental/Private or EU/non-EU, which might then be reflected in the common values to which the schemes would agree to adhere. Also, the nature of the relationship needs careful thought: at one end of the scale is some form of informal recognition and at the other is a formal endorsement of other schemes.

These and other concepts, with their ranges of options, were presented to the audience in order to steer and stimulate the later discussions and to focus on the core issues around the subject of mutual recognition.

Break-out Groups

The two break-out groups then formed to consider and prepare conclusions on the following:

(1) Mutual Recognition – principles & objectives

(2) Mutual Recognition – legal considerations

(1) Notes from ‘Principles & Objectives’ Group

The group sought first of all to define the problem, i.e. what was a concise expression of the objectives of any ‘MRA’.  After some debate, the following was offered as an acceptable (if not well-honed) definition:

“To enable users of approved trust services to establish reliance on a counterparty’s certificate, based on whether the certificate has been provided by a service that has also been through an equivalent assurance process.”
The discussion considered a number of issues concerning the comparative characteristics which would be the basis of any mutual understanding or recognition, amongst which were:

· Rigour of assessment criteria and process;

· How type of service might influence recognition, e.g. recognise at level of QC?

· How assessors were accredited or were otherwise deemed to be qualified:

· Prescriptive list of accreditation bodies – IAF/AICPA?

· Independent and objective approval of assessors?

· Statement of requirement of appointment of assessors to approval schemes?

· Criteria that addressed minimum requirements for assessors.


On the topic of liability, discussion led to the conclusion that there should be no imposition of terms and conditions on the end user or relying party (liability must remain with the service provider, according to the nature of the service provided).  An MRA should not offset risk against 3rd parties or the end user.

Reacting to the presentation given on the European Bridge-CA, there was debate as to the comparative merits of a ‘bridge-CA’-type solution and a scheme-based approach as exhibited by e‑Qual, tScheme and TTP.NL.  There was general agreement that they were different in nature, being aimed at solving different issues and employing different approaches.  However, there was consideration as to whether a hybrid solution could be established, with clusters of TSPs in the bridge-CA having a common characteristic in the form of their approval scheme; or conversely whether participation within a bridge-CA might be considered as appropriate evidence during an assessment leading to approval under a voluntary scheme.  No conclusive position was reached at this stage.

A further topic discussed was the suggestion that voluntary schemes should make an explicit declaration as to the fact that they intended to be ‘non-discriminatory’.  After some discussion it was agreed that it would be inappropriate to make any statement on the matter, and thereby to avoid any debate on what is a difficult and generally subjective issue.   The point was made that the criteria within an approval scheme should operate to exclude schemes not considered suitable, in as an objective fashion as possible.

In terms of a way forward, there was a general consensus that to attempt to produce a detailed MRA at the present stage could be premature, and that appropriate steps for the present time would involve establishing requirements and producing a template for cooperation, which might in time evolve to a tighter agreement with more explicit terms.

(2) Notes from ‘Legal Considerations’ Group

Building on the alternative approaches introduced in the earlier presentation, three potential alternative forms of Mutual Recognition arrangement were closely examined:

(i) Simple ‘recognition’, in the form of an acknowledgement that schemes exist – the value of which was felt to be somewhat doubtful

(ii) Affiliation between different schemes in the form of a joint Memorandum, establishing a common set of rules, high-level principles or core values that are shared by peer schemes

(iii) Endorsement of other ‘partner’ schemes, stating full equivalence between their     respective approval criteria.

The type of arrangement envisaged in alternative (ii) above was selected as by far the most promising for joint focus at this stage. This approach was further developed in discussion, setting out a number of proposed features for such a joint Memorandum:

· A shared Code of Practice would be developed as its primary focus 

· Peer schemes would share a commitment to uphold these common principles, but would each retain their own liability to their respective relying parties

· Each scheme would have a responsibility to the whole community of signatories to uphold the Code of Practice

· Peer schemes would adopt a common approach to public information, dispute resolution and a shared complaints procedure, based on a free and open exchange of information

· A joint approach to remedial action in solving issues which arise would be an important aspect of such a joint Memorandum

· The joint Memorandum would establish an overseeing body, formed from all signatories 

· Transparency and user understanding would be essential considerations in any proposed Code of Practice, through the harmonisation of rules and processes between peer schemes

· Admission as a signatory would be based on self-declaration followed by peer review and acceptance

· The broadest community of signatories would be the target, based on establishing a multilateral agreement from the very outset.

Plenary discussion – key points raised by Breakout groups

· The key challenge will be to accommodate points of difference, not to prescribe specific solutions.

· It will be important to start with a set of core principles which can later be developed

· Important not to limit ourselves to European perspectives

· Any agreed approach should not impose restrictions or further requirements on the end user

· Signatories to the multi-lateral mutual recognition agreement will be undertaking a responsibility to the whole community of peer schemes

· Scope should include all Voluntary schemes, rather than compulsory licensing schemes. It should not be limited to Qualified Certificate (QC) services only.

The way forward

Four specific Actions were agreed as follows, which DTI-tScheme volunteered to initiate:

I:
These detailed Notes should be made available to the wider approval scheme 
population, inviting their participation and the contribution of ideas.

II:
It was agreed that two papers would be developed by e-mail discussion, as a basis for 
further input leading up to a second Workshop meeting. These papers will focus on: 

(a) common goals and approaches underpinning good trust service approval schemes, as a first step to preparing a shared Code of Practice.

(b) options for a multilateral agreement based on adherence to such a shared Code of Practice.

III:
A central mailing list is to be set up for individual contributions by e-mail to be 
consolidated for onward circulation to all prospective participants.

IV:
A second Workshop will be convened in 6 months’ time, venue to be decided.  DTI undertook to deal with the planning for this.

The Workshop then concluded some thirty minutes early, as all agreed this had been a very full day in which participants had been thoroughly and exhaustively engaged.
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