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Executive summary

This discussion paper has been prepared following the first initial workshop meeting on “International co-operation between trust service approval schemes”, held in London on 2002-12-12.

It discusses the legal issues related to a proposed mutual recognition arrangement involving multiple Voluntary Approval Schemes, from both government and non-government sectors; and then offers draft text for further consideration.  It complements an Introduction Paper which summarises the general issues covered at the workshop and investigates topics for further discussion.
DISCLAIMER
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Introduction

This discussion paper has been drafted as the second of two prepared following the first workshop on “International co-operation between trust service approval schemes”, held in London on 2002-12-12.  It is intended for consideration prior to and discussion at the follow-up meeting, to be arranged for June 2003.

These papers have been commissioned to address “common goals and approaches underpinning good trust service approval schemes, as a first step to preparing a shared Code of Practice”.  They have been authored by Jane Hill (Barrister, Chambers of Benet Hytner Q.C.) and Richard Wilsher (the Zygma partnership) at the request of the Department of Trade and Industry (UK) which co-hosted the workshop with tScheme.  

This paper identifies the legal considerations to be addressed in relation to a mutual recognition arrangement (MRA) amongst voluntary approval schemes for trust service providers. It proposes three potential types of agreement for discussion: a Memorandum of Understanding, a co-operation agreement, and a membership agreement. The terms are necessarily incomplete at present, pending further discussion on the nature and objectives of the proposed relationships to be established between voluntary schemes.

This section also raises questions as to ViTAS governance for future consideration.

1. Acronyms and definitions 

CoP

Code of Practice

DTI

Department of Trade & Industry (H.M. Government, U.K.)

MoU

memorandum of understanding 

MRA 

mutual recognition agreement

TSP

trust service provider

ViTAS

proposed acronym for the body responsible for the management of the MRAs.

3.
Foundation criteria:

Following the discussion of the workshop, a number of criteria for mutual recognition agreements emerged:

MRAs must promote the best interests of end users (not just the interests of the schemes and their immediate clients, the trust service providers.) 

Membership criteria must be proportionate, transparent and non-discriminatory. In this context, proportionate means the minimum required to achieve the goals of the mutual recognition agreement; transparent means that the membership criteria must be publicly available and the assessment process open to public accountability; non-discriminatory means that membership is open to any voluntary assessment body that meets the membership criteria (in particular, membership should not discriminate against schemes which are established other than under the terms of the European Electronic Signatures Directive.

Schemes must adhere to a common set of criteria in terms of quality of service. These criteria are to be set out in a ViTAS Code of Practice (CoP). Conformance to the CoP should be based on peer review and assessed on equivalence between schemes in achieving the requisite best practice objectives, not necessarily through identical or substantially similar methodology. 

The workshop clearly expressed as its goals, that it wished to achieve an MRA for all schemes; i.e. both government and non-government schemes and that the MRA should be multi-lateral.

3.1 Objectives of a MRA:

The objectives of a MRA may include the following:

· to promote harmonisation of criteria for approvals of trust services.

· to provide a wider market for trust services across national boundaries;

· to enhance competition amongst trust services across national boundaries;
· to promote a uniform mechanism for schemes publishing status information about approved trust services.
3.2 Definition of a MRA:

The workshop did not reach a conclusion on the form of a MRA, but considered that it might involve:

· a recognition of another scheme’s commitment to similar standards of approval;

· mutual access to trust status information;

· recognition of an approval of a service from a trust service provider under one voluntary scheme, as part of an approval process in another.


In particular, the workshop was concerned that MRAs should not expose signatories to unpredictable levels or types of liability.  In particular, the workshop concluded that the MRA would NOT involve:

· cross certification;

· an endorsement of another signatory scheme’s operation or processes, nor of any service approved by that scheme;

· shared use of trust marks.

For this reason, the workshop rejected a partnership or affiliation agreement as the legal basis for the MRA.

It was considered that an MRA could be reflected in an agreement such as:

· a memorandum of understanding;

· a co-operation agreement;

· a membership (of ViTAS) agreement;

· other?

Comments are invited as to any additional objectives or benefits which could result from an appropriately worded MRA (i.e. not mentioned above); additionally, as to the form and content of a MRA.

2. Discussion of relevant legal considerations:

4.1 Avoidance of liability

Liability can arise in a number of ways, primarily through:

· a breach of contract;

· a negligent (tortious) act or omission;

· a breach of a statutory or regulatory provision.

The workshop concluded that any MRA should minimise the possibility of schemes assuming increased potential liability as a result of entering into the MRA. For that reason, the proposed forms of agreement included in this document attempt to keep to a minimum the obligations assumed by signatories. Terms are suggested which attempt to reflect the intended relationships between the signatories to a MRA, and define/limit the intended scope of liability. 

However, it is always possible for unintended liability to arise (particularly in relation to third parties) as a result of actions of the parties that fall outside the scope of the agreement. For example, a MRA may reflect the parties’ intentions not to accept any responsibility to third parties for the performance if others of their approvals services, or the accuracy of published trust status information. Nonetheless, it is possible that liability could be created by virtue of an ill thought out representation on a web site, that is relied upon by a third party as a recommendation or endorsement of another’s services. It is therefore important that the scope of the relationship established between schemes is not just clearly reflected in a MRA, but well understood and adhered to by the signatories.

4.2 Government liability

Tortious liability in respect of government agencies is usually limited in some way, by statute, common law or by some other inherent legal framework. The precise nature of these laws varies from jurisdiction to jurisdiction, but generally, its effect is to limit the type or extent of liability that can be enforced against the government in question. This may not inhibit the agency from entering into a contractual obligation with a commercial organisation or indeed an agency of another government, but it could potentially have considerable impact in respect of claims from third parties. Where the government agency is protected by national laws, an associated commercial organisation which is found to be jointly negligent could potentially be left carrying liability beyond that which has been anticipated.

In some circumstances, national laws may operate to protect organisations which enter into contractual arrangements with the government. For example, in the USA, the Federal Torts Liability Act can afford protection to government contractors in the performance of their contractual obligations.

Commercial organisations entering into a multi-lateral MRA, that includes government schemes should ensure that they fully understand the potential impact of the laws of the jurisdiction in which the government schemes are based.

4.3 Proliferation of agreements

The workshop favoured a single multi-lateral agreement in order to avoid the potential problems posed by the management of a series of bi-lateral MRAs which may not achieve consistency of approach. Whilst there is merit in this train of thought, a MRA ought not to prevent schemes from entering into any other similar agreements providing that in doing so, the objectives of this MRA are not diluted or subverted. By way of example, let us assume that two schemes (signatories to the MRA) wish to extend the scope of the MRA as between themselves, e.g. in terms of adopting each other’s approvals across their domains. It would appear unduly restrictive to prohibit this, notwithstanding that a range of MRA may then co-exist within ViTAS. 

What should perhaps be prohibited are supplemental MRAs which confer, directly or indirectly, “inheritance” rights and/or benefits on schemes that are not ViTAS signatories.

4.4 ViTAS governance

Perhaps less relevant, given the current parameters, but nonetheless worthy of note, is the question of jurisdiction and sovereignty. Government schemes may be reluctant to submit to the management control of a commercial organisation (ViTAS), particularly a foreign commercial organisation, where its own national laws are not applicable. It may well be advisable to choose a form of MRA that avoids such problems as far as possible. The managing board ought to be “light weight” with minimum powers, sufficient to fulfil its proposed administrative function, without encroaching on the autonomy of the participating schemes.

4.5 Dispute resolution

This section applies to potential disputes arising between the signatories as a result of the MRA. The theme of this discussion paper has been to keep the obligations under a MRA relatively light weight. The risk of disputes and claimed loss or damage should be low, although there are never any guarantees. At this stage, no specific proposals are made for dispute resolution. It is assumed that dissatisfaction with the MRA, will lead to one party withdrawing. Provisions for withdrawal/ termination are therefore relatively simple and only require notice to the other signatories (through ViTAS). 

In appropriate circumstances, ViTAS may withdraw from the MRA on behalf of its signatories.  Provisions need to be developed to provide a mechanism for authorising such action.

Forms of Agreement

5.1
Framework for a Memorandum of Understanding (MoU)

Memorandum of Understanding
between
ViTAS

and

………………………………

The following is a framework for a Memorandum of Understanding between VASs. It sets out the objectives of the agreement, and some high level principles which the signatories express approval of, and commitment to achieving. 

Purpose:

The purpose of this Memorandum of Understanding (MoU) is to create a more formalised framework of mutual recognition and co-operation between voluntary schemes engaged in approval of trust service providers.

Article 1: Signatories

Any voluntary approval scheme (“the VAS”) which has been assessed by a peer review, conducted by ViTAS members in accordance with ViTAS ………….. (rules), and found:

· to conform with the ViTAS Code of Practice; and

· to have demonstrated financial viability

shall be eligible to become a signatory to this MoU. 

Note: Voluntary approval schemes shall not be ineligible by virtue only of the fact that they are:

- not a scheme operating within the European Union, EEA or EFTA;

- not a national scheme;

- not a government agency.

Article 2: Undertaking to adhere to the principles in the ViTAS Code of Practice and abide by the ViTAS management processes

Text to be inserted.

Article 3: Mutual recognition of member VASs

Text to be inserted.

Note: This may include promotion or publication of the ViTAS scheme (or its members) on a website, e.g. through a hyperlink.

It may also include “fast track” approval procedures for trust services already approved under other signatory schemes.


Article 4: Publication of trust status information

Text to be inserted.

This article refers to an agreement in principle regarding the publication of trust status information as it relates to approved trust services. It may be provided in any form, e.g. on a website in plain text or in the format of the proposed TSL standard. (Further recommendations may be contained in the CoP.)

 Note: publication of information relating to the VAS and its assessment process will be covered in the CoP.


Article 5: Protection of IPR

Text to be inserted.

This article relates to ownership and rights to the publication e.g. of quality marks by member VASs. It could also provide for a duty to report any apparent breaches of IPR to the relevant VAS.


Article 6: Duties of disclosure 

Text to be inserted. 

This section could impose a duty on a signatory to provide prompt information to ViTAS in respect of:

· a change of status (actual or imminent);

· an intention to cease operations;

· its no longer being able to fulfil financial viability criteria.



Article 7: Termination / withdrawal from the MoU

Text to be inserted. 

If a signatory wishes to withdraw from this MoU it shall notify the ViTAS Secretariat XX  days in advance. 

ViTAS may withdraw from this MoU on notice ……………………………… (in accordance with its governing rules e.g. on a vote of its members- to be discussed.)

Notice may be given by electronic means, 

(insert conditions for giving/ and deemed receipt of such notice by electronic means.)

Signed

_________________________

_________________________

[Date]




[Date]

5.2
Framework for a co-operation agreement
Mutual Recognition (Co-operation) Agreement 

between 

ViTAS 

and

………………………………………….


The following is a framework for a Mutual Recognition (Co-operation) Agreement intended for further discussion – not all terms have been drafted in full, at this stage.

The terms of this agreement are likely to be more specific than under the MoU, and perhaps involve the parties undertaking certain obligations in furtherance of the agreed co-operation.


This Agreement is entered into by and between ViTAS and B (“the signatory”).  The agreement is entered into for the purposes of recognizing that “the signatory” operates a voluntary approval scheme in accordance with the principles set out in the ViTAS Code of Practice.

“The signatory” agrees as follows:

1. Adherence to the principles as set out in the Code of Practice


2. Mutual recognition of member VASs
This could also include:
- promotion or publication of the ViTAS scheme (or its members) on a website, eg. through a hyperlink;
- “fast track” approval procedures for trust services already approved under other member schemes;
- mutual recognition of trust marks and effect in voluntary approval schemes?



3. Publication of trust status information 
”The signatory” agrees that it will notify ViTAS in the event of disciplinary action involving or discovery of prejudicial information regarding a trust service provider that has a service approved under a scheme operated by them. It shall be sufficient notice if the information is published in a TSL which is publicly available (on a website?)

ViTAS agrees that it will notify “the signatory” in the event of disciplinary action involving or discovery of prejudicial information regarding a trust service provider that has a service approved under a scheme operated by any other signatories of a Mutual Recognition (Co-operation) Agreement with ViTAS. It shall be sufficient notice if the information is published on the ViTAS website.

Note: This refers to the publication of trust status information as it relates to approved trust services. It may be provided in any form, e.g. on a website in plain text or in the format of the proposed Trust Status List (TSL) standard. (ETSI TS 004 024)



4. Duties of disclosure.
This section could impose a duty on a signatory to provide prompt information to ViTAS in respect of:

· a change of status (actual or imminent);

· an intention to cease operations;

· its no longer being able to fulfil financial viability criteria.

5. Recognition of ViTAS Management Board and its authority.


6. Agreement to adhere to rules governing membership of ViTAS



7. Payment of membership fees/ subscription/ contribution. 


Issue: Should there be fees?  If not, how will ViTAS be funded? If so, how should the funds be managed?

8. Indemnities to other signatories?

Issue: Are indemnities necessary?  In respect of what potential harm?

9. Statement of financial viability? 

Issue: Should potential signatories be required to demonstrate their financial viability? 
cf. not for profit organisations such as tScheme; government agencies?

10. Disclaimers/ limitations
Liability cap: i.e. aggregate cap in respect of liability as against all ViTAS signatories?
Consequential loss and loss of profit specifically excluded 
No exclusion in relation to personal injury, death, and fraud.

11. Intellectual Property Rights:
No implied license or other grant of IPR etc. as a result of this agreement.

12. Rights of third parties:
To be excluded.


13. Notices:
The parties consent to accept communications via electronic mail.

Any notice direction or communication given hereunder by one party to another:

if sent by post to the last known place of business of the other party shall be deemed to have been served on the date when in the ordinary course of post it would have been delivered to the other party: and 

if sent by electronic mail shall be deemed to have been served at the time of transmission, if transmitted during normal business hours, to the location of the intended recipient; or if not so transmitted, then at the start of normal business hours on the next business day commencing at such location after the time at which the transmission was made.
 


14. No partnership or joint venture:
Nothing in this agreement shall create a partnership or joint venture between the parties hereto and neither party shall enter into or have any authority to enter into any engagement or make any representation or warranty on behalf of (or pledge the credit of) or otherwise bind the credit of or oblige the other party hereto.


15. Force Majeure:
Neither party shall be under any liability to the other in respect of any failure to carry out or delay in carrying out any of its obligations hereunder attributable to any cause of whatever nature outside its reasonable control.


16. Entire agreement:
This Agreement together with the schedule, (CoP)……………………….. hereto constitutes the entire agreement between the parties and supersedes all other agreements, statements, representations or warranties made by or between the parties concerning the same.

No waiver, alteration or addition to this agreement shall be effective unless made in writing on or after the date of this agreement and accepted by an authorised signatory of (both) all parties.

17. Governing law:
The interpretation, construction, effect and enforceability of this agreement shall be governed by English law; and the parties agree to submit to the exclusive jurisdiction of the English courts.

18. Termination by ViTAS for breach of the agreement:
In the event that “the signatory” to this agreement commits a material breach of its obligations under this agreement (and, where such breach is capable of remedy, has not remedied the same within XX days of receipt of a notice from the ViTAS Management Board requiring that the same be remedied) then ViTAS may by notice to “the signatory” terminate this agreement, such termination to take effect immediately on receipt of such notice by “the signatory”.


Issue: Are there any other intended consequences?


or, alternatively:

Termination:
This agreement shall be in effect from the later of the signature dates entered below, until such time that it is terminated at any time for any reason in writing by either ViTAS or “the signatory”, with notice of such termination sent to the other party at an address given below.  



Signed

_________________________

_________________________

5.3
Membership of ViTAS

Membership of ViTAS either co-exists in parallel with a MRA or as a preliminary step towards signing an MRA, whilst the peer review process is conducted. 

Membership could therefore be sub-divided into different classes, e.g.

· those who have become a signatory to the MRA;

· those who are in the process of undergoing the peer review as a prelude to signing the MRA;

· observers.

No specific contract has been drafted for membership. It is likely that members will demonstrate their commitment by signing a membership application form, thereby agreeing to abide by the rules of ViTAS. The “rules” will be those set out in ViTAS (D02) V0-01A Code of Practice and   ViTAS (D04) A Management Structure and Processes. 
Issues: 

- what should the criteria for the different membership categories be?

- what rules are appropriate for the different membership categories?

- what is the appropriate structure for membership fees/ subscriptions/ contributions?

- should government schemes be distinguished from private sector schemes? If so, how/ why?


Comments are also requested on the proposed management structure of ViTAS.


Issues:
- what should be the legal status of ViTAS?

- how should the various interests of ViTAS signatories and other participants be represented?
- how should ViTAS be funded?
- other issues for consideration?
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