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Executive summary

This discussion paper has been prepared following the first initial workshop meeting on “International co-operation between trust service approval schemes”, held in London on 2002-12-12.

It serves as a basis for further discussion of the broad issues and principles of the interest group at a second meeting.  
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Introduction

This discussion paper has been prepared following the first workshop on “International co-operation between trust service approval schemes”, held in London on 2002-12-12.  It takes into account the outcome of the ‘Article 9 Committee’
 meeting of 2003-06-03 and the consequent endorsement of certain ‘generally-recognised standards’ through the anticipated publication of a Commission Decision
 [CD9999].  It is intended for consideration prior to, and discussion at, the follow-up meeting, to be held in September 2003.

This paper has been commissioned to address “common goals and approaches underpinning good trust service approval schemes, as a first step to preparing a shared Code of Practice”.  It has been authored by Richard Wilsher (the Zygma partnership) at the request of the Department of Trade and Industry (UK) which co-hosted the workshop with tScheme.  

A further paper addressing Legal Considerations has been prepared by Jane Hill (Barrister, Chambers of Benet Hytner Q.C.), also at the request of the DTI.

The present paper serves as an Introduction to the general issues concerning the scoping of the interest group in general.  A report of the meeting can be found at http://www.tscheme.org/bulletin/index_workshop.html.

In the absence of any formal status of the interest group the copyright in this document is assigned to DTI, the sponsoring organisation.

1. Glossary of Terms & Abbreviations

The following terms and abbreviations are used consistently within this document.  They are not considered to be entirely rigorous at this stage and are open for debate.

VAS
Voluntary (trust-service) Approval Scheme. 

Member
any organisation that is the operator of a VAS and which chooses to participate.

Signatory
a Member organisation (or its representative) which has:  i)  signed the applicable agreement and thereby committed itself to the rules and procedures of the agreement; and  ii)  committed to recognise the status of any trust service that has been approved by any other Signatory.

Applicant
a Member organisation which has expressed its intention to:  i)  be subjected to the rules of acceptance of an applicable agreement; and, subject to being found to satisfy the rules of acceptance,  ii)   become a Signatory to the agreement.

Observer
a party not eligible to be a Member but with a legitimate interest in the work of ViTAS.

2. Scope, Membership and Designation of the interest group

2.1. Scope

At the initial workshop meeting the objectives of establishing a co-operative or mutual recognition arrangement between Voluntary Approval Schemes (VAS) were expressed as:

“To enable users of approved trust services to establish reliance on a counterparty’s certificate, based on whether the certificate has been provided by a service that has also been through an equivalent assurance process”

Although (public key) certificates certainly are the usual services considered in most discussions about PKI and trust services, the following slightly modified scoping statement is proposed:

 “To enable users of approved trust services to establish reliance on a counterparty’s trusted token, based on whether the token has been provided by a service that has also been through an equivalent approval process”.

2.2. Membership

As agreed at the initial workshop meeting, the focus of this interest group is “all Voluntary schemes, rather than compulsory licensing schemes. It should not be limited to Qualified Certificate (QC) services only”.  The intention is that voluntary schemes initiated by industry, private sector and by governmental agencies alike (or indeed others provided membership is voluntary) are all eligible participants.  A specific observation was made that the scope of this group will not overlap with that of European supervisory systems that EU Member States are required to establish under Article 3.2 of [Dir.1999/93/EC]. This paper is prepared with that scoping in mind.

The group needs to consider the capacities in which attendees and contributors may participate. The following different roles are proposed for consideration: Signatory, Member and Observer.

2.3. Designation

In order to give the interest group a distinct identity it is proposed to adopt the title ‘ViTAS - Voluntary Trust-service Approval Schemes’.

There are a variety of ViTAS-es already in existence, in widely differing fields.  To provide a meaningful and international domain name we have registered ‘ViTAS-cig.org’ as a protective measure.  The group should decide whether this is an agreeable name and url.

In particular, reviewers are asked to ensure that the pronounced or written name ‘ViTAS’ has no known negative or anti-social interpretations in their native languages and cultures.

Operational/functional issues to be considered

The issues that are considered to be relevant to the establishment of ViTAS are identified below, with a brief rationale for each.

2.4. Foundation criteria

The founding principles on which ViTAS should expect any participating approval scheme should be based, focused around basic criteria with regard to the form of establishment and operational ethos of Signatories’ schemes.

2.5. Arrangements for accreditation and assessments

It seems reasonable to require that Signatories demand satisfactory independent assessment of the services they approve, in order to enhance the confidence in approved services (as opposed to accepting self-declarations made by the TSP).  It is therefore important that Signatories have clearly-defined credentials for the organisations who will conduct these assessments.

In those European States required to implement the provisions of European Directives, due account should be given to the provisions of the suite of conformity assessment guidance documents published as CWA-14172, particularly where the provisions of the forthcoming [CD9999] apply.
2.6. Publication of approved party status

In order for relying parties to gain some tangible measure of additional assurance on trust services that are covered by any specific scheme, VASs should publish details of any service that they approve.

Within European Union Member States, this should be aligned to any requirements upon the governments of those States to notify the European Commission of certain services.

2.7. Basic criteria for trust service providers and their services

Signatories should be able to ensure the basic trustworthiness and reliability of the organisations providing the services that their schemes have approved.  Since these aspects are common irrespective of the specific service being provided, and generally need be assured once only, irrespective of the number of services the trust provider offers, it is appropriate to consider them as a separate topic. 
2.8. Service-specific criteria

Signatories should be able to ensure that the trustworthiness and reliability of specific services are assured through the consideration of the specific functional factors that affect each service.  This is above and beyond the basic criteria addressed by the preceding sub-section.

Where service providers are established in those European States required to implement the provisions of European Directives the impact of European legislation and specifically the provisions of the forthcoming [CD9999] should be taken into account concerning those services specifically addressed by these instruments.
2.9. Development of a Management Plan

Any agreement intended to have a degree of formality will require a certain minimum set of procedures in order to establish basic rules for its operation, allowing all participants to understand the principles on which it runs, how decisions are taken, and what contingencies exist for exceptional circumstances.  Further, the scope of these will need to accommodate the growth of the group, moving through:

· Initial status;

· Interim provisions;

· Established Management Board.

2.10. Required Structures and Procedures

There will need to be some Management Structures and Processes to be established as the recognised means to organise and effect management control over the implementation and realisation of the ViTAS agreement (in whatever form it is finally established).

2.11. Resourcing

Although the group is not intended to demand high levels of activity, it is anticipated that ViTAS participants will commit their time and resources on a pro bono basis.  This will extend beyond their time at formal meetings to, inter alia, drafting and reviewing required documents, attending sub-groups and working groups as agreed, performance in an official role (e.g. as a member of the Management Board), promotional activity.  The following additional issues need to be considered:

· Hosting meetings;

· Promotion;

· Secretariat;

· Web-hosting;

· Technical support and development;

· Level of resource and necessary funding;

· Medium/Long-term continuity.

2.12. Benefits of participation

The continuation of these initial meetings must be based upon some perceived benefits of participation.  These need to be developed to justify the ongoing existence of ViTAS, promote its purpose and encourage participation in a resultant agreement, but first it is necessary to establish why cooperation through some formalised agreement is desirable.  

· to promote harmonization of criteria for approvals of trust service;

· to establish common forms of adherence to specific legislation, e.g. [CD9999];

· to provide a wider market for TSP services across national boundaries;

· to enhance competition amongst TSP services across national boundaries;
· to promote a uniform mechanism for schemes publishing status information about approved TSP services.
3. Form of any agreement

The workshop did not reach a conclusion on the form of any agreement, but considered that it might involve:

· a recognition of another scheme’s commitment to similar standards of approval;

· mutual access to trust status information;

· recognition of an approval of a service from a trust service provider in one scheme, as part of an approval process in another.


In particular, the workshop was concerned that any agreement should not expose Signatories to unpredictable levels or types of liability.  In particular, the workshop concluded that any agreement would NOT involve:

· cross certification;

· an endorsement of another signatory scheme’s service;

· and it would not involve shared use of trust marks.

For this reason, the workshop rejected a partnership or affiliation agreement as the legal basis for the any agreement.

It as considered that an agreement could be reflected in:

· a memorandum of understanding;

· a co-operation agreement;

· a membership (of ViTAS) agreement;

· other

4. Legal considerations

The following key legal considerations have been identified for further consideration by the group:

· Avoidance of liability

· Government liability

· Vitas governance

· Proliferation of agreements

· Dispute resolution
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�   The ‘Article 9 Committee’, formally the “Electronic-Signature Committee”, is a body established under Article 9 of the European Directive 1999/93/EC “on a Community framework for electronic signatures” which is responsible for making a determination as to which standards are suitable for publication of their references by the European Commission, as being ‘generally-recognised standards’.  Refer also to Articles 10, 3(4) and 3(5) of this Directive. 


�   Expected to be published as Decision 2003/«assigned number»/EC “Commission Decision of «date» on the publication of reference numbers of generally recognised standards for electronic- signature products in accordance with Directive 1999/93/EC of the European Parliament and of the Council on a Community framework for electronic signatures”
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