
Report on key issues arising from the ViTAS#02 Meeting,
London (GB),   2003-09-16

Background:

The ViTAS workshop was originally conceived by tScheme and jointly sponsored with the Department of Trade and Industry, with a principle objective to review and compare the various current and planned approaches toward establishing schemes for the approval of Trust Services, both within Europe and on a wider international scale.
The first meeting was held in London, 2002-12-13, after which there was circulated a discussion paper highlighting the major issues to be addressed.

This second meeting was chaired by Hans Nilsson, an independent party to the focus of ViTAS.

Overview of voluntary schemes represented

The Chairman invited a representative from voluntary approval schemes and government agencies represented at the meeting to give an overview of developments in law and oversight schemes in their country.  

Without wishing to claim the following to be an accurate or in-depth definition for the circumstances in each territory or for each scheme, they can be summarised as follows:

Austria (AT) - The State operates a VAS strictly concerned with issuers of QCs;

Canada (CA) - Industry Canada is promoting an industry self-regulatory approach, towards which a set of Principles is expected to shortly be published.  This is not a PKI-specific approach.  Canada also has a Bridge CA operational within government;

Republic of Korea (KR) - There is a wish to approach these issues from a policy point of view.  There is a State-run approval scheme, and in addition to that a higher-level, business-orientated, model called Trust Scheme e-Trade Architecture (TSTA);

Slovakia (SK) - the National Security Agency is responsible for an approval scheme that is mandatory for services used in communication with the State;

Spain (SP) - Whereas in the past the State had held for itself the right to operate VASs the law had recently been changed to allow the private sector to operate such schemes (and hence the SP representative was simply an observer).  Practical approvals in SP are being sought under Identrus and WebTrust schemes;

Taiwan (TW) - The Department of Commerce is planning a voluntary scheme - at present it operates a Bridge CA;

United Kingdom (GB) - an industry voluntary scheme, tScheme, is operational, and is able to approve a wide range of Trust Services;

United States of America (US) - Government has two models in operation, a Federal Bridge CA and an e-Authentication Framework.  Each is presently exclusive to government agencies, although future use in the private sector is a possibility.  The e-Authentication Framework includes four assurance levels.


These schemes were, as the Chairman adroitly observed, a “wild bunch of flowers”.


Jane Hamilton (CA) gave the meeting an overview of OECD and APEC activities in this field:

APEC has performed a mapping exercise between come of its member economies.  Each member economy has in place legislation.  All also had technical standards, but with differing scope and application.  There is no implemented mechanism for recognition of certificates / services between APEC economies but it is believed that there is sufficient commonality to establish common PKI-based guiding principles.  This could have support for an MRA.

OECD had invited members to respond to a questionnaire on e-authentication, responses to which CA is now consolidating.

Samantha Huang (TW) gave an outline of Institute for Information Industry, a Taiwanese body which will be organising a ‘World Summit of the Information Society’ (WSIS) conference in Géneve, 2003‑12.  III is interested in having different regional views of mutual recognition represented at the conference and has invited ViTAS to participate.

Consideration of Issues facing the establishment of ViTAS

The meeting was given an overview of the contents papers before entering into detailed discussion of the issues.  

Scoping:

A clear issue was the difference in scope between the various schemes represented, and the extent to which their present oversight extends.  E.g., in the Slovak Republic approval was mandatory for any transactions between Government agencies and the private sector;  In Canada recognition within Government will be through cross-certification, whereas oversight bodies operating within the private sector was a possibility;  In the UK, industry was operating a voluntary approval scheme and Government is requiring that its service providers be approved under it, or under anything which can be shown to be equivalent.  The US representative also raised the issue of needing to deal with the notion of levels of assurance.  A different view was proposed by HMG, that levels of assurance were less of an issue than was the fact that an approval scheme ensured that the TSP subject to approval actually does (continues to do) what they say they are going to do.

The Rapporteur commented that levels of assurance are complicated by the process of approval (and the attendant assurance of the rigour and independence in that process), the way in which the service operates (and the assurance it seeks to establish, as defined by its service definition) and the potential range of different services which some schemes may embrace over others (which may be more focused on particular types of service).

The meeting accepted an offer by the US representative to establish a ‘first cut’ assurance equivalence mapping for a single service, which was proposed as an authentication service.  Other attendees offered to participate in this mapping.

In summary, the meeting identified three main areas where ViTAS should focus its activities:

· providing a forum for discussion and exchanges of information and concepts related to the approval of trust services and providers;

· the development of a Code of Practice to which approval schemes could indicate their adherence through peer review and signing an “agreement”;

· the collection and dissemination of information about approval schemes, and approved trust services in member countries (this could include TSLs and mapping exercises to identify compatible/ equivalent levels of assurance).

Form of Agreement:

The ‘Legal Issues’ paper had proposed three potential forms of agreement (Memorandum of Understanding; Cooperation agreement; Membership - see meeting presentation slide #9).  After some discussion on the options proposed the meeting agreed that the most suitable form initially would be a Membership agreement.   This was determined on the basis that only minimal commitments should be required at this stage.  The goal must be to encourage membership of ViTAS and therefore the membership criteria must be acceptable to commercial and public sector entities alike.  Something which began to resemble a formal contract was, however, too strong a binding and inappropriate to the mix of entities likely to be involved.  Something like a “Memorandum of Understanding” or “Arrangement” is something that should be developed by ViTAS in its early work.  In due course, schemes may be willing to sign up to such a document, but it should undergo a period of negotiation and evolution.

The meeting also considered the legal vehicle for ViTAS.  Although there was no clear proposal as to how and where to establish such a formal body that would provide administration for ViTAS, and “host” the secretariat, it was suggested that this would be “behind the scenes” and unobtrusive to members who would perform the primary ViTAS work.

Whereas the meeting favoured a broad multi-lateral basis of this agreement it also recognised that some participants may choose also to reinforce any ViTAS agreement with bi-lateral agreements, for reasons of specific shared interests or for limiting or better expressing certain issues.

Code of Practice:

The meeting discussed the structure and content of a Code of Practice.

Foundation criteria:

After some debate and attempts to justify what and how any such criteria should be expressed the meeting decided that, rather than have any separate focus on foundation criteria, the scoping of ViTAS should be sufficient to establish the overall objectives and principles on which the group operated.  This section to be removed from future documents.

Arrangements for accreditation and assessments:

The meeting was not entirely clear as to whether third party accreditation (of the persons performing the assessments of trust services) was necessarily required and to what extent the experience and credentials/competencies of the assessors need be demonstrated.  Some, because of the operational procedures they had already established, felt that first party was acceptable; whilst others had the view that third party accreditation gave greater external confidence.

The meeting agreed that in developing the draft ‘Issues’ paper the Editor should suggest generic rules for assessors and how they are accredited or demonstrate their qualifications and competence. 

Publication of approved service status:
The meeting considered what membership of ViTAS would be useful for.  There was wide agreement that the availability of information about other services outside of the domain of one’s own scheme would be beneficial, as would some indication as to whether other schemes adopted practices which were of equal rigour to the one’s own scheme.  The potential of establishing some kind of equivalent assurance levels was noted.

Basic service assessment criteria:
The meeting agreed that further drafting and discussion should establish general criteria that any service should be expected to fulfil (in the scope defined in the ‘Issues’ paper).

Service-specific assessment criteria:
Given the potential variability even within common types of service, without concerning oneself with the potential range of services, it was decided that, at least until greater experience of working and collaborating together under the ViTAS idea, guidance was sufficient in this area, rather than explicit criteria.

Regional issues:
Noting the European origin of ViTAS, there were some issues which of regional importance, and these had been highlighted in the ‘Issues’ paper.  However, in view of the much broader international participation enjoyed by ViTAS#02 it was agreed that these European-specific issues should be placed into annexes, as would be appropriate for any other regional aspects.

Membership and designation:
The HMG representative questioned why the scope of ViTAS was exclusively Voluntary approval schemes, noting that there was already a forum within Europe for supervisory system authorities operating in response to the European electronic signature framework Directive (www.FESA.rtr.at) and that some approval schemes operating above the level of basic supervisory systems were mandatory rather than voluntary.  The Rapporteur observed that the purpose of FESA was a very specific focus for a European-specific form of body which may not have the broader applicability envisaged for ViTAS.

No explicit decision was taken on this issue, although it was noted that re-titling the group may be a future requirement, depending upon how the scope and participation evolves. 

Development of a Management Plan:
Under this broad heading were considered the creation of an Interim Steering Group, an Action Plan established initially on the basis of this meeting and future Resourcing.

It was noted by the Chairman at the outset of the meeting that an objective of ViTAS#02 was to determine whether there was sufficient momentum within the group to take the idea forward or to agree that there was insufficient support to move ahead.  However, the level of debate and participation suggested that there was significant commitment and the Rapporteur asked for volunteers to establish an Interim Steering Group (ISG) the purpose of which would be to share the responsibility for approving further drafts and determining the necessary actions to move ViTAS towards some form of formalised agreement.  The following parties responded affirmatively to this invitation:

tScheme (UK industry voluntary scheme)

Rundfunk und Telekom Regulierungs (AT national voluntary scheme)

Experian (UK service provider undergoing tScheme approval)

Although the nature of ViTAS would lead to only signatories being directly involved in the management body, it was recognised that for the time being the ISG would benefit from the maximum experience available, and the support of Experian’s representative was welcomed.

Additionally the US representative, whilst being unable to make an explicit commitment on behalf of the US, confirmed his intention to recommend to his Government participation in the ISG.  The meeting agreed that five member organisations would be an appropriate number for the ISG to be regionally representative - further volunteers are welcomed.

It was agreed that the ISG would establish an Interim Action Plan and that the initial activities on this, following from the direction of the meeting, would be to:

· Develop further the form of agreement and establish some draft constitution for ViTAS (it was recommended that how other multi-national organisations such as the European Forum for Accreditation (EA) and Common Criteria (less so) are established may be a good model);

· Develop a first draft of a Code of Practice, accounting for the discussions held;

· Develop an Interim Action Plan with measurable events to gauge progress.

No agreement or even proposal was made in the matter of resourcing the continuation of ViTAS although the UK DTI generously offered to continue to fund the development of working papers and to host ViTAS#03 unless any other participant had a particular wish to host that meeting.

Future meetings

The meeting agreed to allow the ISG to propose a future date/venue for ViTAS#03, to be some four to six months hence (i.e. around 2004-02/03).  A final date and venue will be chosen after meeting notes have been agreed and further papers drafted and circulated.

Comments / Feedback

Any requests for clarification or further information are welcomed.
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